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C KaXXIbIM I'OA0M MOJIOACKH B MHTCPHCTC CTAHOBUTLCSA 60J'IBHIC, a IIKOJIbHUKHN
OJHH N3 CaMbIX aKTHBHBIX I10JIb30BaTEIICH PYHeTa. MC}K,ZIY TEM, IIOMHUMO
OTPOMHOI'O KOJIMYICCTBA BO3MO>KHOCT€I>1, HHTCPHCT HCCET U HpO6JI€MI>I. OTta
IHaMsiTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOOUTHCA B CCTH.

KomnbrorepHbie BUPYChI

KoMrmibroTepHbIil BUPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIIMYUTEIBHONU OCOOEHHOCTBHIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHue K 3ToMy, BUPYChl MOT'YT MOBPEAUTH WM MOJHOCTHIO YHUUTOXKHUTh
Bce (hailsibl ¥ TaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATEINI0, OT UMEHH KOTOPOTo ObLIa
3alynieHa 3apaxeHHasi IporpaMma, a TakKe MOBPEAUTh WIH JaXKe YHUUYTOXKHUTh
OINEpallMOHHYIO CUCTEMY CO BceMH (paitsiamMu B 1iesioM. B 00IbIIMHCTBE CilydaeB
pacIpoCTPaHsSIOTCS BUPYChl UEPE3 UHTEPHET.

Memooul 3auumsl oni 6’D€aOHOCHle npozpamm.

l. HCHOHB?)Yﬁ COBPCMCHHBIC OIICPATNOHHBIC CUCTCMBI, UMCIOIINC CCpLGSHBIﬁ
YPOBCHDB 3allIMUTHI OT BPCIOHOCHBIX IIPOIrpaMmMm;

2. [locTtosiHHO ycTaHaB/IMBal nayTH (UGPOBBIE 3aIUIATKH, KOTOPBIE
ABTOMATUYECKH YCTAHABIMBAIOTCS C IENBI0 JOPAOOTKU MPOTPaMMBbl) U APYTHE
OOHOBJICHHS CBOEH OmnepalioHHON cucTeMbl. CkaunBail UX TOJBKO C
oduimansHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pexxum
aBTOMATUYECKOTO OOHOBIICHUS, BKIIOUH €T0;

3. PaboTail Ha cBOEM KOMIBIOTEPE MO TpaBaMu MOJIb30BATENS, & HE
aJIMUHUCTPATOpPa. DTO HE MO3BOJUT OOIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMITBIOTEPE;

4. Vicnone3yii aHTUBHPYCHBIC MTPOTPAMMHBIE TIPOAYKTHI H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIULL;

6. Ucnionb3yil BHEIIHUE HOCUTENU MHGOPMAIINH, TAKUE KaK (uielKa, TUCK WU
(aiin U3 uHTEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailyibl, MOJYyYEHHBIE U3 HEHAJEKHBIX
MCTOYHUKOB. Jlaxke Te ¢aiiibl, KOTOpbIe Mpuciail TBOW 3HAaKOMBIH. Jlyuiie yrounu
y HETO0, OTIPABJISUI JIU OH TeOE UX.




Cerun WI-FI

Wi-Fi - 5T0 He BUI Iepeiaun JTaHHBIX, He TEXHOJIOTHS, & BCETO JIUIITL OpeH/I,
Mapka. Emie B 1991 rogy Hunepnanackasi KOMIaHUs 3aperucTpupoBaia OpeHa
"WECA", uro o603Hauano cioBocoyetanue "Wireless Fidelity", koTopsrii
MepeBOIUTCS Kak "0ecrnpoBOIHAS TOYHOCTh".

Jlo Hailero BpeMeHH Joliiia Apyras ab0peBuaTypa, KoTopas SBISIETCS TaKOM ke
TexHoJoruen. 9to abbpesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO IaHO C HAMEKOM
Ha CTaH/apT BhICIICH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBojiec 03HavYaer
"BbICOKas TOYHOCTB'". Jla, OecIuIaTHBI MHTEPHET-IOCTYI B Kade, OTeNsAX U
a’pOoNOPTax SBJSAETCS OTIIMYHOW BO3MOKHOCTBIO BbIX0/a B MHTepHET. Ho MHOTHE
AKCIIEPTHI CYUTAIOT, YTO 001menocTynHbie Wi-Fi cetn He ABISITOTCS 0€30MaCHBIMH.

Cosemul no bezonacrnocmu pabomsl 8 0owedocmyntuovlx cemsax Wi-fi:

1. He mepenaBaii cBoto uuHyto nHpopMaiuio yepes oomenoctynusie Wi-Fi ceTn.
PaGoTas B HUX, *enaTebHO HE BBOAUTH MapOJIH JIOCTYTa, TOTUHBI U KAKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOTpaMMBbl U OpaHamayep. TeM cambiM
Thl 00€30MacuiIb ce0s OT 3aKaYKU BUPYyca HA TBOE YCTPOMCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkmoun pynkuuro "OO0muit goctyn K dainam u
npuHTepam". JlaHHast GyHKIUA 3aKpbITa [0 YMOIYAHHIO, OJJHAKO HEKOTOPbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He ucnionw3yit myonuunsiii WI-FI ni1s nepenayun TUUHBIX JaHHBIX, HATPUMED
JUUISL BBIXOJIa B COLMANIBHBIE CETU WJIM B AJIEKTPOHHYIO MOYTY;

5. Wcnonw3yit Tosibko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO- anpeca BBoAM uMeHHO "https://";

6. B MmoOuibsHOM Tenedone otkimroun GyHkipio "Tloakmouenue k Wi-Fi
apTroMarnuecku". He qomyckaid aBTOMaTHYECKOTO MOJIKIIOYEHUS YCTPOIMCTBA K
cetaM Wi-Fi 6e3 TBoero coriacusi.

CoununajbHble CeTH

CornuanabHbIe CETU aKTHBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIFOAN Pa0OTAIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan Musinap1 4eJI0BeK,
YTO SIBJISICTCS OJHOM CeAbMOM BCEX JKUTEJICH IIaHeThl. MHOTHME NoJIb30BaTeINu HE
MOHUMAIOT, YTO UH(OpMAITUs, pa3MEIIeHHAs UMH B COITUATIbHBIX CETSIX, MOXKET




OBITh HaliJIeHa U UCIIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0043aTENbHO C
OJlarMMHU HaMEPEHUSMHU.

Ocnosnvie cosembvl N0 Oe30nacCHOCmU 8 COUUATIbHBLX cemAx.

1. Orpanuyb CIIUCOK Apy3eil. Y TeOs B ApY3bsX HE TOJDKHO OBITh CITYyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammInaii CBOI YacTHYIO XU3Hb. He ykaspiBaii maposm, TenedoHsl, aapeca,
JaTy TBOETO POXKJICHUS U APYTYIO JTNYHYIO HH()OPMAITHIO. 3T0YMBITUICHHUKA
MOT'YT UCMOJIb30BATh JIa’kKe UHPOPMAIUIO O TOM, KaK Thl U TBOU POJUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3anumiail CBOO peImyTaluio - JEPKHU €€ B YUCTOTE U 3ajiaBail cebe BOIpoc:
X0TeJ Obl Thl, YTOOBI JIPyTHE MOJI30BATENM BUICIH, UTO ThI 3arpy>Kaeiib?
[Togymaii, mpexJie 4emM 4TO-TO OMyOJIUKOBATh, HAIUCATD U 3arPy3UTh.

4. Ecnu ThI TOBOPHIIIH C JIFOJIBMH, KOTOPBIX HE 3HACIIH, HE UCIIOIb3YH CBOE
peargbHOe UMl U IPYTYIO JTMYHYIO0 HHPOPMAIIUU: UMsI, MECTO YKUTEIIbCTBA, MECTO
y4eObl U poYee;

5. N36eraii pazmenienus hortorpaduii B UnTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OMPEIEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpaiyii B COIMAIBHON CETH HEOOXOIMMO MCIIOIB30BaTh CIOKHBIC
MapoJv, COCTOSIINE U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEe &;

7. 71t couManbHOM CeTH, MOYTHI U APYTUX CAaUTOB HEOOXOJIMMO UCIOJIb30BaTh
pa3Hble napoiu. Torga eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKY TOJTy4YaT
JIOCTYTI TOJIBKO K OZTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DJIEKTPOHHBIE JICHBIH - 3TO OUCHb YJOOHBIN CIOCOO IIaTeX)el, 0JHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ACHBI'U. DJIEKTPOHHbIE
JICHBI'M MTOSIBUJINCH COBCEM HEJABHO M UMEHHO M3-3a DTOIr0 BO MHOTHX
rocy1apCTBax 10 CUX IMOP HE MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccun e o QyHKITMOHUPYIOT U 0 HUX YK€ MPOMHCAHO B 3aKOHE, TJIE UX
pPa3geNsoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huia B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peiaeTcs MPOBOIUTH ONepaiuu 0e3
UAeHTU(UKALIMY TOJIb30BaTENs, @ B HEAHOHUMHBIX UACHTU(UKALIMS TOJIb30BaTeNs
SBJIETCS 0053aTENILHOM.




Taxxe crnemyeT pa3nuyarh IEKTPOHHbIC (PMATHBIC ACHBIU (PAaBHBI
roCcyapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIEC He(DUATHBIE ACHBIU (HE PaBHBI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHrognbvle cogemul no 6e30nacHoll pa60me C IJIEKIMPOHHbIMU oenbeamu.

1. ITpuBsiku K cueTy MOOUIIBHBIN Tesne(oH. DTO caMblii y10OHBIN U OBICTPBIN
CII0cO0 BOCCTAaHOBUTH JOCTYTI K cueTy. [IpuBs3anHbIil TenedoH MOMOXKET, eCiu
3a0y/elb CBOU TUIATeKHBINA ApOoJIb WM 3aii/IelIh Ha CAiT C HE3HAKOMOTO
YCTPOWCTBA;

2. Vcnonb3yit onHOpa3oBeie napoiu. [locie nepexoia Ha yCUIIEHHYIO
aBTOpU3AIUIO TeOE yKe He OYJIeT yrpoKaTh OMacCHOCTh KPaXKU MJIU TIepexBaTa
MJIATEAKHOTO MapOJIs;

3. BoiOepu ciiokHbIH TT1aposib. [IpecTynHukaM OyaeT He IPOCTO yrajaTh CIIOMKHBIMH
naposib. HaiexxHbie maposiy - 3TO Mapojiy, KOTOPbIE COIEPKAT He MeHee 8 3HAKOB
¥ BKJTFOUAIOT B c€0sl CTPOYHBIC U MPOIMKCHBIC OYKBBI, IUPPHI K HECKOIBKO
CHMBOJIOB, TaKHE KaK 3HaK JoJutapa, GyHTa, BOCKIUIIATEIbHBINA 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTA - ITO TEXHOJOTUS U MPEIOCTABISIEMbBIC €10 YCIYTH 10
MIEPEChUIKE U MOJTYYCHHIO AJICKTPOHHBIX COOOIICHUM, KOTOPBIC paCIpeIeIsSIOTCS B
KOMITbIOTepHOU ceTh. OOBIYHO JICKTPOHHBIM MOYTOBBIN SITUK BBITIISIAT
CJICAYIOIIMM 00pa30M: UM TOJIb30BaTENA(@HUMS_JoMeHa. Takke Kpome nepeaadn
MPOCTOT0 TEKCTAa, UMEETCS BO3MOKHOCTh NIepeaBaTh (Paiibl.

OcrogHblie cosembl no 6e30naAcHoOU pabome ¢ IIeKMPOHHOU NOYMOU.

1. Hamo BeIOpaTh MpaBMIIBHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIIMA
BbIOODP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4IlIE JOBEPSATH TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBaii B 1MuHOM TouTe TMuHyI0 nH(popmaruto. Hampumep, mydire
BbIOpaTh''My3bIKkanbHbIN _paHaT@" wim "pok2013" BmecTo "Temal3";

3. Hcnosnb3yil AByX3TaHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsl Hy>KHO
BBOJUTH KOJ, IPUChUIaEMbIid 1O SMS;




4. BeiGepu COXHBIN Maposib. st KaXA0T0 MOYTOBOTO SIIHKA TOJKEH OBITH CBOM
HAJICKHbIM, YCTOMYHUBBIA K B3JIOMY T1apOJIb;

5. Ecnn ecTh BO3MOXKHOCTB HalycaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCTIOJIb3YH
3TY BO3MOKHOCTb;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SUIMKOB. [1epBbIil 111 YaCTHOW MEPENUCKH C
azpecaTaMy, KOTOPBIM Thl JOBEPSIEIIb. JTO IEKTPOHHBIN aApec HE HA0
UCIOJIb30BaTh IIPU PETUCTPALIUU Ha (OpyMax U caiTax;

7. He oTkpbIBaii (aityipl U ApyTrHUe BIOKEHUS B TUCHMAX, Ta)Ke €CIIM OHU TIPHIILITN
OT TBOUX Jipy3ei. Jlydle yTouHU y HUX, OTIIPABIISLIN JIM OHU TeOe 3TU (aiiiibl;

8. Ilocne okoHYaHUs pabOTHI HA MOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIATKH C
caiiToMm He 3a0y/Jp HaXKaTh Ha "BeiidTu".

KubepOyaiimHr UM BUPTYaJbHOE U3/1€BaTEeILCTBO

KubepOymuHr - mpecieoBaHrue COOOIEHUSIMU, COAEPKAIIMMU OCKOPOJICHHUS,
arpeccHio, 3ayruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcnogHble cosembl no bopbbe ¢ KUOEepOVJIIUHLOM.

1. He Opocatics B 60ii. JIydiuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOYXHO OOPaTHThCS, TO BHAYaJIe YCIIOKOUThLCA. ECii Thl HauHeIb
OTBEYATh OCKOPOJICHUSIMUA Ha OCKOPOJIEHHUS, TO TOJIHKO €IIle OOJIbIIE Pa30XKKEITb
KOH(JIUKT;

2. Ynpasnsii cBoel kudeppenmyTauue;

3. AHOHUMHOCTB B ce€TH MHUMas1. CylIecTBYIOT CIOCOOBI BBIAICHUTh, KTO CTOMUT 32
AHOHUMHBIM aKKAyHTOM;

4. He cTouT BecTu XyJUTaHCKUKA 00pa3 BUPTyalnbHOU Ku3HU. UHTEpHET
(buKcUpyeT BCe TBOM JACUCTBUS U COXPAHIET UX. Y AAIUTh UX OyJeT KpaliHe
3aTPYyIHUTEIIBHO;

5. Cobiroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii ennan4HbI HeraTuB. OTHOPa30BbIe OCKOPOUTETHHBIE COOOIIICHMUSI
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaiiaeTcss Ha HadyaaIbHOW CTaIuu;




7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BOBMOKHOCTH OJIOKUPOBKH OTIPABKH COOOIICHHI ¢
OTIPE/ICTICHHBIX aJIPECOB;

8. Eciu TbI cBUeTENb KNOEPOYIuHTa. TBOU JEHCTBUA: BBICTYITUThH IPOTUB
npeciieIoBaTes, MoKa3aTh eMy, YTO €ro JACUCTBUS OLICHUBAIOTCSI HETATUBHO,
MOJIJIEPKaTh KEPTBY, KOTOPOU HYKHA TICUXOJIOTUYECKas OMOIIb, COOOLTUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIePKaT B ce0e BIIOJIHE B3POCIIBIN
(GyHKITMOHAJ, ¥ TETIEPh OHM MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMHU
KoMmmbioTepamMu. OgHAKO, CPEACTB 3aIIUTHI JJIs TOJOOHBIX YCTPONCTB MOKA OYCHB
MaJio. TecTupoBaHKE U MTOMCK YSI3BUMOCTEN B HUX MTPOUCXOAUT HE TAK
WHTEHCUBHO, Kak s [1K, To ke caMoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUMN.

CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJoru, OJHAKO paciiupeHue (PyHKIMOHAa BIEYET 32 CO00I OOJBIITYIO
CJI0)KHOCTh M MEHBIITYIO 3aIIUIIEHHOCTD. Jajgexo He Bce MPOU3BOAUTENN
BBITTYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTHIECCKUE YSI3BUMOCTH TSI CBOMX
YCTPOMCTB.

OcnogHble cosembl it 6e30NACHOCU MOOUTbHO20 meaedoHa:

Huyero He siBnsieTcs nMo-HacTosIeMy OeciiaTHBIM. byib OCTOpOXeH, BEAb KOT1a
Tebe npeaaratoT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaButb SMS, ¢poTo niam Buaeo. Thl TOYHO 3HACIID, T/IE
OHM OyAyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpysxaii prIo’)KeHUST OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE ITPOTrPaMMHOE 00CCIICUCHUE;

[Tocne TOro Kak THI BBIWJEIIH C CaiiTa, I/ie BBOAMII JIMYHYIO HH(POPMAIIHIO, 3aii11 B
HACTPOUKH Opay3epa u yaanu cookies;




Ileproguyecku npoBepsiv, KAKUE IIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOf HOMEp MOOMIIBHOTO TeehOHa TOIBKO JTIOSM, KOTOPBHIX ThI 3HACIIH
KOMY JTOBEPSCIIIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE TOJb3yelbes. He 3a0biBait
MHOT /1A IIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIHNE PA3BICUCHUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku nccneayror
JAHHBIN UM MHpP, OOLIAIOTCS IPYT C IPYTrOM, BBIIOJHSIOT 3aJaHusl, CPaXaroTCs C
MOHCTPAaMH H IOJIYYarOT ONBIT. 34 YAOBOJBCTBUE OHU ILIATAT: NOKYMAOT JAUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3Tu cpenctBa uayT Ha MOAEPAKAHNUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIC
naT4yu (Hu@poBbIe 3aIIaTKU JUIsl IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mo1o6HBIX UTrpax CTOMUT OIacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO apoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpH3AIliK OOJIBIITMHCTBA
Urp.

Ocnrosnvie cosembvl no be30nacHocmu meoe2o ucpo60co dKKayHma.

1. Ecniu npyroi#t urpok BeaeT cedsl MI0X0 WK co3/aeT Te0e HeNPUIATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Ioxainy¥iica aiMUHUCTPATOPAM UTPHI HA TJI0X0E MOBEIECHHUE 3TOI0 UTPOKA,
YKEJIATEJIbHO NIPUIIOKUATH KAKHE-TO 10Ka3aTeNIbCTBA B BUIE CKPUHOB;

3. He yxa3biBaiil tnuHyo nHGOpMaIHio B Ipodaiine Uurpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE ApOJIH;

7. Jlaxke BO Bpemsi UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [I0Ka ThI urpaemub, TBON
KOMITBIOTEpP MOTYT 3apa3uTh.




@OUIIHHT WA Kpazka JUIHbIX JAHHbIX

OOBIYHOM KpaXKkeil IeHET U IOKYMEHTOB CErOJIHsI YK€ HUKOTO HE YAUBUILb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJOTHUI 3T0YMBIIIJIEHHUKU TEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TIOOUMBIM" EIOM.

Tak mosiBIIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIIMHT, TJIaBHAS
IIEJTb KOTOPOTO COCTOUT B TIOJMyUYEHUU KOHPHUICHIINATHHBIX TAaHHBIX
M0JIb30BAaTENEH - JIOTUHOB M mapoJieil. Ha anrnumiickom sizbike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI 0 00pL0e ¢ hUIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl TO103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HE0OX0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aAMUHHUCTPATOPaM
pecypca 00 3TOM Kak MOXKHO CKOpPEE;

2. HCHOHB?)YI?I Oc30macHbIe B€6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAara3mHOB 1
ITIOUCKOBBIX CUCTCM,

3. Hcnosnb3yii clioXKHBIE U pa3Hble apoyiu. TakuM o0pa3oM, eciiu TeOsl B3J10MaloT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPODUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te06st B3OMaNId, TO HEOOXOIUMO MPETYNPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBIEHBI Y TEOS B IPY3bAX, O TOM, UTO TeOs B3JIOMAJIA U, BO3MOXKHO,
OT TBOETO UMEHHU OyJIeT PaCChUIATHCA CIIaM U CChUIKU Ha (PUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIBHBIN Tene(OH;
6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpsiBaii (haiiibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUIILITU
OT TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTHPABIISUIN JIH OHU TeOe 3TU (ailiibl.

Iu¢pposasi penyranus

[Mudposast penmyTaius - 3T0 HEraTUBHAs UM MO3UTHUBHAS HH(OPMALIUS B CETH O
tebe. KomnpomeTupyromias naHpopmaiusi, pa3MeiieHHass B UHTEPHETE, MOXKET
CepbEe3HBIM 00pPa30M OTPaA3UThCS Ha TBOEH peanbHOU xu3HU. "L{udposas
penytanus" - 3TO TBOM UMUK, KOTOPBIA (popmMupyercsa U3 uHpopMaluu o Tede B
uHTepHEeTe. TBOE MECTO )KUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJIOKEHHUE,
0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.




MHorue noApoCTKH JIETKOMBICJIEHHO OTHOCSITCS K IMyOJIMKALIUY JTMYHOM
uHpopMaluu B IHTEpHETE, HE TOHMMast BOZMOXKHBIX MOCIeACTBUM. Thl 1axe He
CMOJKEIIb J0rafaThbcs 0 TOM, 4To GoTorpadus, pazMeLIeHHas S JIeT Ha3aj, cTaja
IPUYMHON OTKa3a NpUHATH TeOst Ha paboTy. KommeHTapuu, pa3MelnieHe TBOuX
dotorpaduii u npyrue 1eHCTBUS MOTYT HE UCUE3HYTh Ja)Ke MOCIE TOTr0, KaK Thl UX
ynanuib. Tel HE 3HACIIb, KTO COXPAaHUI 3Ty HH(OPMAIIKIO, TIOTajia JId OHA B
IIOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIM OHA, a TJIABHOE: YTO ITOAYMAIOT O TeOe
OKpY>KaloIllKe JII0I1, KOTOPBIE HAWAYT U YBUIAT 3T0. HaliT nHpOopMaImo MHOTO
JIET CIIyCTsI CMOXKET JIF0O0H - KaK U3 J0OPbIX MOOYKIEHUH, TaK U C HAMEPEHUEM
OPUYUHUTB BpeJ. DTO MOKET OBITh KTO YTOAHO.

OcHnosnbvle cosemvl no sawume 141/[@1?06012 penymauuu.

1. [logymaii, mpexie 4eM 4To-To MyOJIMKOBATh U MEpeIaBaTh y ceOs B OJI0Te WU B
COL[MAJIbHOM CEeTH;

2. B nHacTpoiikax npouiig yCTaHOBU OTPaHUYEHHS Ha IIPOCMOTP TBOETO MPOQHIIA
Y €ro COJAEPKUMOTIO0, CIAeTIal ero TOIbKO "mist npy3eu’;

3. He pa3Memaii u He yka3biBail HH(OPMAIUIO, KOTOPast MOXKET KOT0-1100
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE MKOJLHUKH - aKTUBHBIC TIOJIH30BaTENN ITU(POBOTO MPOCTPAHCTBRA.
OpHako maneko He BCE 3HAIOT, UTO MOJb30BAaHNE MHOTUMHU BO3MOKHOCTSIMHU
urdpoBoro mupa TpedyeT COOM0ICHUS IPAB HA UHTEIIEKTYaIbHYIO
COOCTBEHHOCT.

TepMmuH "HHTEIIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAaUMHAs C HOBBIX M300PETEHUH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MIPOJYKTHI M YCIIYTH, M 3aKaHUMUBAsi KHUTaAMU, GOTOrpadusimMu,
KUHO(QUIBMAMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JIUTEPATYPbl U UICKYCCTBA. ABTOPCKHE NIPAaBa BHICTYIAIOT B
KayeCcTBE TapaHTUU TOTO, YTO UHTEIJIEKTYaJIbHbIA/TBOPUECKUN TPY aBTOpa HE
OyZAeT HalpacHbIM, JIaCT €My CIpaBeIMBbIe BOZMOKHOCTH 3apadoTaTh Ha
pe3ynbTaTax CBOEro Tpy/a, HOJy4uTh U3BECTHOCTH U npusHaHue. Hukro 6e3
pa3pelIeHUs] aBTOpPa HE MOXKET BOCIIPOU3BOIUTH €TI0 ITPOU3BEICHHUE,
pacnpoCTpaHATh, MyOJINYHO JEMOHCTPUPOBATH, IPO1aBaATh, UMIIOPTUPOBATH,
IyCKaTh B NIPOKAT, MyOJUYHO UCIOIHSTh, I0KA3bIBATH/UCIOIHATE B 3pUpe WIN
pasmemats B MHTEpHETE.




Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecreueHus] MOXKET MMPUBECTH K
MHOTUM PUCKaM: OT IOTEPU JaHHBIX K TBOUM aKKayHTaM /10 OJJOKUPOBKH TBOETO
YCTPOMCTBA, I'/Ie YCTAaHOBJICHA HEJleraJlbHas MporpaMMa. He ctout taxxke
3a0bIBaTh, UYTO CYLIECTBYIOT JiETajbHbIEe U OECIIATHBIE IPOTPaMMbl, KOTOPBIE
MOYKHO HalTH B CETH.




